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EDITORIAL

Welcome

Message from the Middle East
Oil and gas production companies operate onshore and/or offshore pipelines that
may extend for hundreds of kilometers for transportation of hydrocarbons. Hence,
pipelines represent a major asset that raises a number of challenges:
• How to manage the design and construction of a new pipeline system?
• How to manage the integrity of a pipeline system during operation?
• How to abandon a pipeline i.e. take the pipeline system or part of it
permanently out of operation?

Mahmoud Abdel Hakim

During the design and construction phases of the pipeline lifecycle, it is
essential for the operator to ensure compliance of all elements of the
design and construction activities to relevant statuary regulations and
design standards. It entails various aspects including proper selection of competent consultants / contractors,
third party verification and certification, safety / design audits and reviews etc. Several comprehensive design
standards exist in the pipeline industry such as API, ASME, DNV, all of which cover the main aspects of pipeline
design and construction.
During the operation phase, the main challenge becomes ensuring the operation of the pipeline is conducted
with due regard to public safety, environment and properties. This requires the development and management of
a rigorous Integrity Management System (IMS). The integrity management is a continuous process covering the
following main steps:
• Risk assessment and integrity management planning
• Inspection, monitoring and testing
• Integrity assessment
• Mitigation, intervention and repair
At the end of the service life of a pipeline system, pipeline abandonment needs to be planned and executed with
due regard of relevant national regulations, HSE issues and interference with third parties. Depending on the legislation, this may require physical cover or removal. Abandoned parts of a pipeline system may also continue being
managed by the integrity management system e.g. they may remain covered by inspection plans.
Each of the above issues represents a major challenge to the pipeline operator. As the trend of the oil and gas industry continues towards more challenging environments, the challenges associated with the operation and integrity management of pipelines will become greater and more complex. Hence, collective effort is required from the
industry for the continuous development of pipeline technology and best engineering practices through various
channels such as internal R&D programs, joint industry projects (JIPs), partnership with research institutions etc.
> Mahmoud Abdel Hakim, Subsea Pipeline Engineering Team Leader at ADMA-OPCO

SNØHVIT (SNOWWHITE)
Snøhvit is the first offshore development in the Barents Sea.
Without surface installations, this project involves bringing natural gas to land for liquefaction and export from the first plant of
its kind in Europe and the world’s northernmost liquefied natural
gas facility. This output is transported to land through a 143-kilometre pipeline. The facility is operated by Statoil.

© by Harald Petersen / Statoil
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A safe line
Transportation of fluids in pipelines is increasing all over the world, and
with good reason: pipelines are among the safest and most economical transportation systems over long routes. To ensure this cost-effectiveness and safety, both new, and especially existing, pipelines must
reflect the standard of the most current technology.

Thin wall welding
During S-lay pipelay operations offshore, pipe joints are welded on the
lay-barge firing line. On completion of the girth weld, Non-Destructive
Testing (NDT) is performed to locate the existence of any welding flaws.
Automated Ultrasonic Testing (AUT) technique is normally the principal NDT method, providing high Probability Of Detection (POD) and
accuracy.

Preventing Third Party Interference
Effectively securing oil and gas pipelines from third party interference
has posed a huge challenge to the stakeholders in the oil and gas industry. A review of the reports published in the last two decades on
the increase in oil pipeline sabotage across the globe demonstrates
enormous loss of revenue with Nigeria losing about $12 billion annually.
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INDUSTRY AND PRACTICE

ENNIS / USA

Polyguard Products Inc. Vice
President of Mechanical Products Patrick Dunn announces
the release of the next generation of Insulrap products on the
market.

ZUG / SWITZERLAND

A consortium (among others Gazprom, E.on, BASF)
signed a shareholder agreement to implement the
Nord Stream 2 project for the construction of additional gas transportation infrastructure to supply Russian
natural gas to the EU market.
Page 11

Page 12

TORONTO / CANADA

The Ontario Energy Board
has voiced its opinion on the
Energy East oil pipeline project,
reflecting community concerns
that the environmental risks
TULSA / USA

are greaten than the potential

The manufacturer Sawyer MFG.

benefits.

Co. introduces the Grinder Hold-

Page 10

er for Welders.
Page 10

SAN DONATO MILANESE / ITALY

Saipem has been awarded new
onshore drilling contracts in the
Middle East and South Americas, cumulatively worth approximately $250 million.
Page 11
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NYHAMNAR / NORWAY

In an unprecedented feat of engineering for the Polarled project the first
pipeline crossing the Arctic Circle was

ADRIA / ALBANIA

laid by a consortium of Statoil-led

Trans Adriatic Pipeline AG (TAP)

companies.

has awarded the contract for the

Page 14

supply of six gas turbine turbo
compressor units to Siemens AG.
Page 12

NEPAL / INDIA

Nepal and India have signed a
Memorandum of Unterstanding for the construction of a 41
km transnational oil pipeline,
culminating two decades of
intermittet negotiation.
Page 12

ANATOLIA / TURKEY

General Electric (GE) has secured a multi-million dollar contract to provide advanced turbo
machinery for the Trans-Anatolian Natural Gas Pipeline
(TANAP).
Page 14

WORLD
NEWS

10 PIPELINE TECHNOLOGY JOURNAL

INDUSTRY AND PRACTICE

ONTARIO ENERGY BOARD CRITICAL OF PROPOSED
$12 BILLION, 4600 KM ENERGY EAST OIL PIPELINE

SAWYER MFG. CO. INTRODUCES GRINDER HOLDER
FOR WELDERS

The Ontario Energy Board has voiced its opinion on the $12 billion Energy East oil pipeline project, reflecting the concerns of the communities along the route that the environmental risks are greater than the
potential benefits.

The Grinder Holder keeps tools visible and conveniently within reach
yet safely out of the way. It holds two grinders, a Rheostat box and additional tools in one compact, convenient location and incorporates
durable steel construction with a corrosion-resistant powder coating. The Grinder Holder features two mounting options; it can easily
mount to all major manufacturer’s pipe stands or be affixed to either
flat surfaces or pipe 3 inches and larger with four powerful rotating
magnets. An easy-carry handle provides the user extreme portability
and an additional side-mounted magnet allows frequently used tools
to be secured to the frame.

The Board expressed an added concern that the project would drive
up natural gas prices, as the project entails the conversion of a natural gas pipeline into an oil pipeline and there would be less supply
of this resource.
“What we have found is there is an imbalance between the economic
and environmental risks of the project and the expected benefits for
Ontarians,” said OEB vice-president Peter Fraser as he released a report on Energy East. “The top concern expressed,” he said, “was the
risk of an oil spill as the pipeline runs new or across many waterways.
Our advice is that for the existing pipeline, when it is too close to environmentally sensitive areas, it should be rerouted unless it can be
justified by TransCanada as necessary.”
TransCanada Corp. (TSX:TRP) is planning to build the pipeline to
bring Alberta crude to refineries in Quebec and to a refinery and marine terminal in Saint John, N.B. For two-thirds of the way, it plans
to convert a natural gas pipeline for oil and then build all new pipe
throughout Quebec and New Brunswick.

The Grinder Holder keeps grinders and tools close at hand while being easily transferable to the next weld. It is now in full-scale production.
Sawyer equipment is used worldwide in the construction and maintenance of pipeline, waste water and sewer lines, marine and offshore
applications, gathering and distribution systems, and other welding
and pipeline applications.
The products are sold exclusively through distributors in the U.S. and
abroad. Please call 1-877-730-9149 or email sales@sawyermfg.com
for the name of your nearest Sawyer distributor.
For further information:
Krystal Bornhop, Marketing
E-mail krystal@sawyermfg.com

Ontario portion of the Energy East pipeline (© 2015 Ontario Energy Board)
For further information:
Ontario Energy Board
IndustryRelations@ontarioenergyboard.ca

© by Sawyer Mfg. Co.

Send latest Pipeline related news to: ptj@eitep.de
www.pipeline-journal.net
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ENI DISCOVERS LARGEST GAS FIELD EVER IN THE
MEDITERRANEAN

NORD STREAM 2 PIPELINE PROJECT TAKES
ANOTHER STEP FORWARD

Eni, the Italian oil and gas giant, has startled the petroleum industry with the announcement of a supergiant gas discovery at its Zohr
prospect in Egypt’s offshore economic waters. The field could potentially hold 30 trillion cubic feet of lean natural gas in place, the largest
ever made in the Mediterranean Sea.

PJSC Gazprom, the German companies E.ON SE and BASF SE/
Wintershall Holding GmbH, the Anglo-Dutch Royal Dutch Shell
plc, the Austrian OMV AG and the French Engie S.A. (formerly GDF
SUEZ S.A.), signed a shareholder agreement to implement the Nord
Stream 2 project for the construction of additional gas transportation infrastructure to supply Russian natural gas to the EU market.
Nord Stream 2 will be carried out based on the know-how and
successful experience of Nord Stream in planning, construction and
operation of the twin pipeline system through the Baltic Sea.

After full development, the discovery will be able to satisfy Egypt’s
gas demand for decades to come. Eni will immediately appraise the
field with the aim of accelerating a fast track development of the
discovery that will utilise at best the existing offshore and onshore
infrastructures.
“It’s a very important day for Eni and its people. This outstanding result confirms our expertise and our technological innovation capacity with immediate operational application, and above all shows the
strength of the cooperation spirit amongst all the company’s units
which are at the foundation of our great successes. Our exploration
strategy allows us to persist in the mature areas of countries which
we have known for decades and has proved to be winning, reconfirming that Egypt has still great potential, said Claudio Descalzi, Eni’s
CEO.
For further information:
ENI Press Office
E-mail: ufficio.stampa@eni.com

Nord Stream AG welcomes this decision to enhance the security of
supply of gas to the EU with the construction of additional natural
gas transport capacities.This is a positive outcome of the study
carried out by Nord Stream AG into the feasibility of extending
the infrastructure and it follows on from its proven track-record of
implementing the Nord Stream Pipeline. Nord Stream demonstrated
that the construction and operation of natural gas pipelines through
the Baltic Sea can be compatible with the challenging environment
of the Baltic Sea.
Nord Stream AG welcomes the intention of the Nord Stream 2
consortium to operate under the same high standards with regard to
technology, environment, safety and corporate governance.
The Nord Stream 2 project will be developed by a new project company, New European Pipeline AG established in Zug, Switzerland,
which will continue with the preparatory and planning activities
initiated by Nord Stream AG.
For further information:
New European Pipeline AG
E-mail: info@nep.eu.com.

Eni discovers a giant gas field in the Egyptian offshore
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POLYGUARD RELEASES NEXT GENERATION OF
INSULRAP PRODUCTS

TRANS ADRIATIC PIPELINE (TAP) AWARDS GAS TURBINE COMPRESSOR UNITS TO SIEMENS

Polyguard Products Inc. Vice President of Mechanical Products Patrick Dunn announces the release of the next generation of Insulrap products to the market.

Trans Adriatic Pipeline AG (TAP) has awarded the contract for the
supply of six gas turbine turbo compressor units to Siemens AG.
Half of these items will be installed in TAP’s compressor station near
Kipoi, in Greece, and the remaining half at TAP’s compressor station
near Fier, in Albania.

“We have upgraded the entire line of Insulrap products, leading the
way to the next generation of flexible asphalt and butyl membranes;
the upgrades include achieving zero perm on all membranes, and
by embedding scrim on the SJ products, we have also achieved enhanced lap adhesion on all Ilsulrap products”, Dunn said.
Products included in the launch are: Insulrap JB (white), Insulrap
30-NG-Smooth (now white), Insulrap 50-SJ-NG (now black), Insulrap
50-NG-Smooth (now black) and Insulrap 125-NG-No Torch (black).
Polyguard’s Insulrap products are used on insulated piping in refrigeration, cryogenic and chemical processing applications. The product
is proven in the market, having been applied on millions of square
feet of insulated pipe for over 20 years with an excellent rate of success.
Founded in 1953, Polyguard Products specializes in products which
protect surfaces and structures from moisture, water, or other undesired substances. Polyguard in an industry leader in the production of
self-adhesive protective coatings for engineering and construction.

Ian Bradshaw, Managing Director at TAP said: “I want to thank all
those companies who participated in this tendering round. Following
a rigorous evaluation and bidding process, Siemens was selected for
their expertise, know-how and robust safety track record in providing
highly reliable gas turbine turbo compressor units, which are an integral piece of our pipeline.”
The turbo compressors contract award concludes TAP’s pre-qualification process (launched in June 2014), followed by bid assessments
from the shortlisted companies that met TAP’s rigorous pre-qualification criteria.
Siemens AG is one of the world’s largest producers of energy-efficient, resource-saving technologies. In infrastructure and industry
solutions the company plays a pioneering role. As of September 30,
2014, Siemens had around 343,000 employees in more than 200
countries.

For further information:
Tre Bischof
E-Mail: Tbischof@polyguardproducts.com

In April 2015, TAP awarded its first major contract, for the construction
of access roads and bridges in Albania. In July 2015, TAP completed
the tendering process for the supply of large diameter ball valves and
actuators.

TRANSNATIONAL OIL PIPELINE LINKING NEPAL TO
INDIA TO BE CONSTRUCTED

TAP will transport natural gas from the giant Shah Deniz II field in
Azerbaijan to Europe. The approximately 870 km long pipeline will
connect with the Trans Anatolian Pipeline (TANAP) at the Turkish-Greek border at Kipoi, cross Greece and Albania and the Adriatic
Sea, before coming ashore in Southern Italy.

Nepal and India have signed a Memorandum of Understanding
(MOU) for the construction of a 41 km transnational oil pipeline, culminating two decades of intermittent negotiation.

For further information:
E-Mail: enquiries@tap-ag.com

Minister for Commerce and Supplies Sunil Bahadur Thapa and India’s Minister of State for Petroleum and Natural Gas Dharmendra
Pradhan signed the MoU on behalf of their respective governments.
The MoU will promote bilateral cooperation in the oil and gas sector and secure long term supply of petroleum products to landlocked
Nepal in the aftermath of the country’s devastating earthquake.
Pradhan said IOC and NOC have to work together to turn the dream
project into reality. “Prior to my visit to Nepal, Prime Minister Modi had
asked me when the project will be completed,” Pradhan said, adding,
“I am optimistic that the project will be completed ahead of the set
timeframe (30 months) if IOC and NOC work in proper coordination.

Trans Adriatic Pipeline (TAP) at a glance

STATS GROUP
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POLARLED REPORTS FIRST EUROPEAN PIPELINE
EVER TO CROSS THE ARCTIC CIRCLE
In an unprecedented feat of engineering for the Polarled
project the first pipeline crossing the Arctic Circle was laid
by a consortium of Statoil - led companies. The Polarled
gas pipeline crossed 66 degrees and 33 minutes north of
the equator becoming the first pipeline to take the Norwegian gas infrastructure across the Arctic Circle. This will
open a new gas highway from the Norwegian Sea to Europe.
The 482-kilometre long and 36-inch wide pipeline will run
from Nyhamna in western Norway to the Aasta Hansteen
field in the Norwegian Sea. The world’s largest pipelaying
vessel, Solitaire from Allseas, is carrying out the job and
is advancing slowly, exactly 24.4 metres at a time, every
sixth minute or so, around the clock.
During the start-up in March the pipeline was pulled in to
Nyhamna. During September the vessel will arrive at the
Aasta Hansteen field, if weather permits. Even early in the
autumn high waves and strong wind leading to interruptions must be expected. The weather has been good for a
long period now:
«We are progressing well at the moment, conditions have
been good for more than 50 days in a row, and at the end
of July we set a record of laying 4.8 kilometres of pipes in
one day,” says Kenneth Aksel Kristensen, one of Statoil’s
company representatives on board the vessel.

It takes six boat in shuttle traffic to keep the two cranes on Solitaire supplied with pipe around the clock (Photo: Eva Sleire, Statoil ASA)

For further information:
Morten Eek, Statoil
meek@statoil.com

Pipeline installation is taking place at water depths reaching 1265 meters and this is the first time a 36-inch wide
pipe is laid in such deep waters anywhere in the world.
Polarled is expected to begin shipping gas to Europe this
autumn.

GENERAL ELECTRIC REELS IN BIG CONTRACT WITH
TRANS-ANATOLIAN NATURAL GAS PIPELINE (TANAP) PROJECT
General Electric (GE) has secured a multi-million dollar contract to provide advanced turbo machinery for the Trans-Anatolian Natural Gas
Pipeline (TANAP), facilitating the transport of natural gas from Azerbaijan via Turkey to European energy markets.
The gas turbines bring high levels of operational efficiency and low
emission levels. These critical systems are seen to be the “heart of the
pipeline.” GE reports that gas turbines will be manufactured and tested
at the GE Oil and Gas for shipment to Turkey in 2017.
Rami Qasem, President & CEO, GE Oil & Gas MENAT, said: “We are
pleased to be providing technologically advanced GE O&G solutions
for the prestigious TANAP project and building partnerships and trust
with SOCAR, BOTAŞ and BP. This marks a key milestone for GE Oil
& Gas and underlines our long-term commitment to Turkey where GE
has been driving several localization initiatives as part of its US$900
million investment announced in 2012 in support of Turkey’s Vision
2023.”
For further information:
GE Oil & Gas Media Relations
Barbara.Delsala@ge.com

GE Oil & Gas to provide advanced turbomachinery for landmark
TANAP project
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Protecting your assets,
preserving the beauty.
Nature is our greatest asset. It needs to be
preserved and protected as pipeline networks
grow and operational efficiency becomes
a key requirement.
NDT Global provides pipeline inspections
with a top first run success rate, superior data
quality and rapid inspection report delivery
to protect your assets and to preserve nature
in all its wilderness and beauty.

www.ndt-global.com
Canada | Germany | Malaysia | Mexico | Russia | Singapore | Spain | U.A.E | USA

> CEPS designed and manufactured this
temporary traps for a inspection tool run.

> by: Aleš Brynych, CEPS a. s. & Alexandrs Jelinskis, LatRosTrans Ltd

A new approach to the results of
internal inspection
The most efficient way to ensure the integrity of aging pipelines is a sequence consisting of internal inspection, elimination of major defects, and subsequent pressure testing. This has been
proven on a crude oil pipeline DN 700 that was shut down, emptied, chemically cleaned and
conserved by nitrogen as the crude oil transport through this pipeline was no more needed. The
pipeline owner then considered the option of commission of this 45-year-old oil pipeline after long
shutdown period for transportation of another media. A revalidation of a section of this pipeline
was therefore carried out. As part of the revalidation a targeted combination of off-line internal
inspection and subsequent integrity test was used. This enabled the operator to use a fundamentally different approach to the results of the internal inspection.
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Possible solutions when existing pipeline exceeds the expected lifetime

The integrity test is a specially modified
stresstest where controlled hydrostatic
overloading of pipeline up to yield point is
monitored by a very precise measurement
system. This test proves the real level of
integral elasticity limit of the pipeline and
verifies the real safety factor. Pressure
overloading blocks the fatigue growth of
under-critical cracks existing in the pipeline
wall for many years of future operation and
therefore extend its operational lifetime.
The cracks of the over-critical size burst
safely during the test and are cut out and
repaired.
Integrity test of pipeline material was modelled on a test vessel manufactured from a
pipe taken from the pipeline section (see
Figure 1). The parameters of the test were
specified based on the results of material
properties testing.
During the integrity test the following
measurements and monitoring were carried out and recorded continuously:
•

Measuring of test pressure dependence on added water volume,

•

Monitoring of the crack growth using
the acoustic emission,

•

Measuring of local deformations and
microdefects.

Figure 1: Pipe test vessel

Completed material tests proved the high
quality of steel material of the oil pipeline
section. After more than forty-year period
of operation there were no signs of degradation of pipe material. Acoustic emission
showed that a reduction of internal stresses in the pipe material and a stabilization of
defects occurred during the test.
Based on the results of all the tests, the
maximum allowed test pressure and the
maximum allowed value of plastic circumferential deformation for on-site integrity
test of the pipeline were determined.

Figure 2: Cyclic fatigue test - part of p-t chart
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CYCLIC FATIGUE TEST – EXPERIMENTAL MODEL
The test of resistance to cyclic fatigue and the crack growth caused
by the fatigue mechanism was performed by high cycle loading (see
Figure 2) on the same test vessel as the integrity test. The fatigue test
was performed under these conditions:
•

Pressure amplitudes were from 5 bar to MAOP,

•

15 000 of cycles simulated 30 years of the future pipeline life.

During the fatigue test, no development of dangerous defects was
detected by acoustic emission. Simulation of the long-term operation
by cyclic pressure loading verified the considerable life-time extension which was achieved by the integrity test.

DESTRUCTION OF THE TEST VESSEL
The test vessel was pressured up to the ultimate strength limit Rm
of the pipe material. When pressure achieved the value of in advance
calculated pressure of ultimate strength, the destruction of the longitudinal weld occurred (see Figures 3).

INTERNAL INSPECTION OF THE PIPELINE SECTION
As it is well known, on pipelines of that age there are almost always
manufacturing defects, then defects caused during construction of
the pipeline (welding, laying),defects initiated by the service load,

Figure 3: Destruction of the test vessel

corrosion defects and defects caused by third parties. For this reason,
the pipeline operator required an internal inspection of a short pipeline section, whose main objective was to detect and locate defects
that would certainly not withstand the test pressure during the subsequent integrity test.
In 2000 the MFL and UT internal inspection of the pipeline was
carried out. After subsequent shut down of the pipeline it was not
expected further development of fatigue defects (particularly the creation and growth of cracks caused by changing pressures in the oil
pipeline. Based on this fact the pipeline operator decided to carry out
the internal inspection using TFI tool before the integrity test. The
section was not equipped with launching and receiving traps and
therefore CEPS designed a manufactured the temporary traps for the
inspection tool run (see Figures 3 and 4).
The pipeline remained empty after chemical cleaning and subsequent preservation and it was necessary to ensure a steady movement of the inspection tool by a substitute medium. CEPS propelled
the TFI tool through the pipeline by water in this case.
PROPELLING OF THE INSPECTION TOOL THROUGH THE PIPELINE
SECTION
In accordance with the requirements of the TFI provider, the inspection tool had to be driven through the pipeline with a speed at least
0.5 m/s (see Figure 3). It meant pumping of 685 m3/h of water into
the pipeline during the run. In total we pumped in about 3,100 m3 of
water during 4.5 hours. For illustration - this amount of water would
be enough for the supply of all fountains in the gardens of Versailles
for one hour.
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Figure 4:
Installation
of the temporary trap

To ensure the supply of this huge amount of water CEPS built 4 water
lines to connect mobile pumps with the end of the inspected pipeline section (see Figure 5). After removing of the inspection tool from the receiving trap, the check of measured data was done. This confirmed that the
TFI tool was already at its first run propelled through the pipeline section
at the required velocity (see Figure 6 on the next page) and the measured
data were good for their further processing.

ASSESSMENT OF INSPECTION FINDINGS
The TFI provider evaluated the detected defects using the industry
standard ASME B31G, RSTRENG, API 579 (level2) and DNV-Code and
recommended to repair 162 defects.

REASSESSMENT OF DEFECTS - A NEW APPROACH
CEPS divided defects revealed by the internal inspection into two basic
groups:
•

Large defects (overcritical), that would surely cause a rupture of
pipeline wall in the process of integrity test. These defects were
cut-out and replaced by a new spool prior to the integrity test,

Figure 5: Launching trap with the water supply pipeline and hoses
•

Smaller defects (subcritical), that had been evaluated by TFI as unacceptable and destined to be repaired, but during the integrity test
were stabilized, so that their repair was not needed.

This enabled a fundamentally different approach to the results of the
internal inspection which significantly reduces the required number of
pipe repairs after internal inspection and provides higher pipeline reliability because during the integrity test also other defects that were not
within the inspection recommended for repair or were even not detected
at all are stabilized.
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In the reassessment of detected defects
that were evaluated by TFI provider by
standard way, CEPS chose the following
approach:
Dents, laminations and certain
weld defects were not repaired - the
strength of pipeline in these spots
should be checked during the integrity test,

•

Material loss defects were recalculated according to:
ANSI/ASMEB31.G modified and
RSTRENG and DNV – Code.

Velocity [m/s]

•

Maximum and Minimum Tool Velocity Specification

INTEGRITY TEST OF THE PIPELINE
SECTION
The special pressure test method was designed for the test of integrity of the pipeline section after the internal inspection.
CEPS used such a modified pressure tests
for steel pipelines after a long period of
operation. This integrity test is a modified
stresstest that evaluates the real integral
yield strength of the pipeline section, and
therefore its real safety against the operating pressure. The principle of this test is
overloading of the tested pipeline section
by high pressure water up to integral elasticity limit in the pipeline wall (calculated in
advance) respective to stress approaching
the elasticity limit.
The result of the integrity test, except verification of current technical condition of
the pipeline, is improving conditions for its
future safe and reliable operation by removing a large and critical defects and the longterm blocking (stabilization) of the further
development of subcritical defects caused
by fatigue processes.

Distance [m]

Figure 6: Tool velocity chart

Defects
recommended to
repair by TFI provider

Defects repaired
based on CEPS
reassessment

Dents with an another types of
defect

9

-

Dents located in/near a weld

9

-

Defects description

Metal loss (internal and external)

16

6

Anomaly of a circumferential weld

85

1

Anomaly of a longitudinal/spiral weld

26

-

Inadmissible design elements and
illegal hot taps

17

12

162

19

Total

Table 1: Defect assessment by provider vs reassessment detemined by CEPS

DESTRUCTION DURING THE INTEGRITY
TEST
One destruction of the testing section
occurred during the integrity test. In the
course of destruction the pressure in the
pipeline decreased to 0 bar during 1 second.
It represents a water leakage of about 10
m3. The damaged part of the pipe was cut
out and investigated. A longitudinal crack
in the middle of the longitudinal weld on the
external pipe wall caused the destruction.
We found that the pipeline bitumen coating
penetrated on the fracture surface up to the
depth of 7 mm while the total thickness of
the longitudinal weld was about 11 mm (see
Figure 7). This area at the outer surface
with incoherently black coating was about
150 mm long, but the total length of crack
reached a length of up to 250 mm.

Figure 7: Fracture surface
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The investigation revealed that the coating was a usually used bitumen
insulating primer. The primer must had penetrated into the crack at a hot
temperature during a coating process. It clearly showed that this longitudinal crack created already in the process of production and has existed in the pipeline for more than 40 years. During the whole period it
remained hidden to all available internal inspection methods used in the
last 13 years.

This approach significantly reduces the required number of pipe repairs
after internal inspection and provides significantly higher pipeline reliability because during the integrity test also other defects that were not
within the inspection recommended for repair or were even not detected
at all are stabilized The defects, that were recommended for repairs after
the standard evaluation of the internal inspection but due to performed
strength calculations were not repaired, withstood the twofold pressure
than was calculated during TFI evaluation.

CEPS EXPERIENCE

Moreover, the pipeline destruction of the longitudinal weld occurred in
a place where neither TFI nor Ultrasonic or MFL detected anything significant, although the weld crack of the given size existed during the
inspections.

CEPS has performed integrity tests together with internal inspections
using MFL and TFI tools on more than 250 km of high pressure pipelines in Europa during last 10 years. In these tests more than 20 passthrough defects already in the time of an internal inspection or defects
that caused a pipeline destruction during hydraulic tests

Authors

were detected. These critical defects were not only recommended for
repair, but quite often they were not detected by the intelligent tool (For
example see Figure 8).
THE CONCLUSION
Revalidation of the DN 700 oil pipeline section by the application of all
currently commercially available methods determined and proved the
actual level of the pipeline safety and reliability. At the same time it increased the current value of these parameters at least to a level that the
pipeline had right after its construction. The safety of the pipeline was
also demonstrated to the public and to authorities of state technical supervision during the revalidation process.

Aleš Brynych
CEPS a. s.
General Director
Jesenice, Czech Republic
ales.brynych@ceps-as.cz

Alexandrs Jelinskis
SIA “LatRosTrans”
Director of Operations
Riga, Latvia
lrt@lrt.lv
Figure 9 Another undetected defect

Figure 8: Undetected defect
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A SAFE
LINE

Leak Detection Systems as a central
component of Pipeline Safety Design
Introduction

> by: Daniel Vogt, KROHNE

Transportation of fluids in pipelines is increasing all
over the world, and with good reason: pipelines are
among the safest and most economical transportation systems over long routes. To ensure this cost-effectiveness and safety, both new, and especially existing, pipelines must reflect the standard of the most
current technology. Leaks pose a potential safety
risk. Leaks occur for a wide variety of reasons, from
earthquakes, corrosion and material failure to drilling
by product thieves. Special leak detection systems
are often used to limit these risks. In general, leak
detection in pipelines refers to the recognition and
quick localization of product leaks.

Undetected leaks
can easily cause
avoidable disruptions and cost
explosions

The reasons to employ leak detection include the
following:
•

To minimize the effects of accidents

•

To minimize downtime

•

To minimize product loss

•

Regulatory compliance

Leak detection in pipelines can be performed in
various ways, from simple visual controls during inspections to computer-supported systems that monitor conditions, even for underground and undersea
pipelines.

“LEAK DETECTION IN PIPELINES REFERS
TO THE RECOGNITION AND QUICK
LOCALIZATION OF PRODUCT LEAKS.”
> Daniel Vogt, KROHNE
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Selecting a suitable leak detection system is not an easy task for pipeline
operators. The system must meet the needs of the particular application
and comply with [relevant] regulations. In this article, regulatory requirements will be discussed first. The most important regulations for North
America are API RP 1130 and CSA Z662-2011 Annex E.
API RP 1130 is published by the American Petroleum Institute, which is
the largest trade association in the oil, gas and petrochemical industries
in the USA with influence that reaches far beyond America. API RP (Recommended Practice) 1130 is even more detailed with regard to leak detection systems.
Among other items, it includes a collection of general recommendations
for operating leak detection systems, such as clear presentation of the
results for the operator and for maintenance. It also includes performance
criteria for selecting a leak detection system: these criteria are very detailed and explain how leak detection systems work. The criteria are outlined below, and it is easy to see that they are linked and interdependent.
- Sensitivity: the leak detection system should detect even small leaks
within a short period.
- Precision: the leak detection system should locate leaks precisely. The
leakage rate, the quantity of escaped product (leakage rate multiplied by
time) and the product that is escaping should all be indicated.

- Robustness: the leak detection system should continue active monitoring despite unsteady or non-ideal
conditions. This includes conditions
such as temperature fluctuations,
changes in viscosity and sensor failure. It also includes unsteady operating conditions, also known as transient operation, for example due to
effects triggered by pumps or valves.

When the operator has clarified relevant requirements of the appropriate regulatory for his application, other characteristics that affect the
choice of leak detection system can be considered. These may include
technical and environmental parameters such as the length of the pipeline, whether it runs above or below ground, and the volume, type and
quantity of different products to be transported. The desired type of
monitoring may also be considered: internal (using process measurements), or external (using special measurements).
The next step is to review systems available on the market. Assuming an internal system has been specified, the preferred type all over
the world, the options are reduced to a handful of systems based on
various mathematical and physical principles. The RTTM (“Real-Time
Transient Model”) is the leading technology at the moment. RTTM is a
mathematical model that compares measurements taken during the
actual operation of a pipeline with those of “virtual pipeline”, or a computer simulation of the pipeline, in real time. KROHNE, a manufacturer
of measuring technology and established supplier of systems to the
oil and gas industry for more than 30 years, has expanded its product
range to include E-RTTM, a leading technology for continuous internal
monitoring of pipelines. E-RTTM stands for Extended RTTM, which combines RTTM principle with leak signature analysis using leak pattern
detection (see Figure 1: Functional principle of a leak detection system
based on E-RTTM).
Combining two principles has several advantages. In 2012, the U.S.
Department of Transportation Pipelines and Hazardous Materials
Safety Administration published a Leak Detection Study, DTPH5611-D-000001, which states: “The leak detection system itself should
always be redundant, by using multiple techniques that differ from each
other and therefore compensate for any inherent weaknesses they do
not share.” It also describes the benefits of combined leak detection
methods: “There is no reason why several different internal leak detection methods should not be implemented at the same time. In fact, a
basic engineering robustness principle calls for at least two methods
that rely on entirely separate physical principles. As an example, the Extended-RTTM system trademarked by KROHNE uses an RTTM in conjunction with several other API 1130 techniques”.

- Reliability: the leak detection
system should not generate false
alarms, even though it is highly sensitive.
Canadian Standards Association
CSA Z662 Annex E represents
recommended practice for liquid
hydrocarbon pipeline system leak
detection in Canada. It emphasizes
the need to establish a procedure
for making material balance for the
entire product transported: when designing, operators should consider
all physical and operational factors
that can influence the material balance system and establish tolerances. Under normal operating conditions, the uncertainty in the receipt
and delivery values used in the material balance calculation, including
uncertainties attributable to processing, transmission, and operational
practices, shall not exceed 5% per five minutes, 2% per week, or 1% per
month of the sum of the actual receipts or deliveries.
To meet these requirements, the uncertainty in the individual receipt
and delivery measurements under installed operating conditions shall
not exceed 2% of the actual measurements. Hereby, the CSA Z662 Annex E is the only recommended practice to include precise uncertainties
for leak detection systems.

Figure 1: Functional principle of a leak detection
system based on E-RTTM
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An E-RTTM leak detection system creates a virtual image of a pipeline based on real measured data. Measurement values from flow,
temperature and pressure sensors installed at the inlet and outlet of
the pipeline and along the pipeline in places such as pump and valve
stations are crucial. The flow, pressure, temperature and density at
each point along the virtual pipeline are calculated from the measured pressure and temperature values. The model compares the calculated flow values with the actual values from the flow meters. If the
model detects a flow discrepancy, the leak signature analysis module then determines whether it was caused by an instrument error, a
gradual leak or a sudden leak.
The increased capacities of modern computers allow leak signature
analysis to apply powerful statistical hypothesis testing, outperforming the detection times of A. Wald’s old fashioned SPRT algorithm
from 1942, while still providing the same confidence into the results.
Based on modern statistical tests, the signature analysis decides,
whether the pipeline is affected by a leak or not. Signature analysis
is critical to reliability because it provides a high degree of protection
from false alarms.
The performance criteria from API RP 1130 provide a useful guide to
the detailed functions of the E-RTTM. It provides a high degree of
sensitivity and quick leak detection with real-time comparison of existing measuring results against leak signatures, which are stored in
a database. Comparison of measurement values with the leak signatures is also critical to reliability because it provides a high degree of
protection from false alarms. E-RTTM-based leak detection systems
are able to handle changing or transient operating conditions that are
not recognized by less sophisticated internal leak detection systems.
An E-RTTM-based leak detection system works with dynamic values,
which also affects robustness: the system can adapt automatically and very quickly to changes in the operating conditions such as
sensor failure, communications failure, a valve closing or a product
change in the pipeline.
The precision of the E-RTTM is based on three different methods of
leak localisation: the gradient intersection method, the wave propagation method and the extended wave propagation method. The
leak detection system calculates the most probable leak location(s)
by comparing the results of these methods. The gradient intersection method is based on the pressure profile of a pipeline: the occurrence of a leak changes the pressure gradient along the pipeline in
characteristic manner (see Figure 2: Leak localisation by the gradient
intersection method). Without a leak, the drop in pressure in a liquid
pipeline is linear (blue line). When there is a leak, the pressure gradient changes and two linear segments appear with different slopes
(orange). The leak position can be determined by calculating the intersection point.

Figure 2: Leak localisation by the gradient intersection method

The second option for leak localisation is the wave propagation
method, which analyzes the pressure waves that result from a leak.
If a sufficiently large enough leak occurs suddenly, for example if
the pipeline is damaged by an excavator, a negative pressure wave
spreads at the speed of sound in both directions along the pipeline.
The leak position can be calculated by comparing the arrival time of
the pressure wave at the pipeline inlet and outlet pressure sensors
(see Figure 3: Leak localisation by the wave propagation method).
The extended wave propagation method is based on the same physical principle as the wave propagation method. It takes into account
additional values from pressure sensors installed in measuring and
control stations along the pipeline, for example, and speed of sound
data for the current product. This enables more precise localisation
of the leak by reducing errors due to delayed sensor reaction or slow
signal transfer (see Figure 4: Leak localisation by the extended wave
propagation method).

“IN PRINCIPLE, PIPEPATROL CAN BE
INTEGRATED INTO ANY NEW OR
EXISTING INFRASTRUCTURE; THIS
APPLIES TO BOTH THE CONTROL
SYSTEM AND THE MEASURING
TECHNOLOGY USED.”
> Daniel Vogt, KROHNE
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Figure 3: Leak localisation by the wave propagation method
Figure 5: PipePatrol leak detection system, basic topology
The extended wave propagation method is based on the same physical
principle as the wave propagation method. It takes into account additional values from pressure sensors installed in measuring and control
stations along the pipeline, for example, and speed of sound data for the
current product. This enables more precise localisation of the leak by reducing errors due to delayed sensor reaction or slow signal transfer (see
Figure 4: Leak localisation by the extended wave propagation method).

In principle, PipePatrol can be integrated into any new or existing infrastructure; this applies to both the control system and the measuring
technology used. An example of a more complex application is shown in
Figure 6: PipePatrol leak detection system, extended topology.

Figure 4: Leak localisation by the extended wave
propagation method
Figure 6: PipePatrol leak detection system, extended topology
The E-RTTM introduced here is the basis of the PipePatrol leak detection system by KROHNE. The company, which supplies systems to the
oil and gas industry, also provides pipeline monitoring technology. The
system is suitable for monitoring liquid and gas pipelines (including liquefied gas and supercritical products) and meets all the requirements of
API RP 1130 and CSA Z662 Annex E. PipePatrol is very easy to use: it is
installed on a dedicated server and operates completely autonomously.
The user interface can runs on a separate workstation, or be integrated
into an existing control system (see Figure 5: PipePatrol leak detection
system, basic topology. The user interface features intuitive operation:
only the information that the current user needs for his scope of work is
displayed.

Operators can learn to use the system in just a few hours. In addition to
the visualization of the pipeline operating conditions, PipePatrol can indicate leak positions on a map, which simplifies and speeds up a service
technician’s work. Ethernet and serial interfaces support protocols such
as OPC, Modbus TCP/lP, Modbus Serial, HART and PROFIBUS.
Application note
In addition to standard applications (liquid, gas, liquefied gas and supercritcial products), PipePatrol is also capable of monitoring pipeline networks. An example application in Canada demonstrates how quickly and
precisely leak detection functions in practice. A major oil & gas company
operates several pipelines for which CSA Z662 Annex E applies.
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Outstanding
Leak Detection

Advertisement

Following thorough consultation, the company opted for the PipePatrol leak detection system. KROHNE commissioned, configured and
tuned the system on site. During the project execution according to
ISO 9001 standards, the documentation to fullfil CSA Z662 Annex E
requirements was created and handed to the customer. PipePatrol
used the measurement values provided by the process control system and was integrated into the pipeline monitoring system at the
customer’s request. The leak tests performed for the site acceptance
tests were conducted using valves in the pipeline to simulate leaks
by real fluid withdrawal into a vacuum truck. The following results
were achieved:
The first pipeline is a condensate pipeline with a length of 24690 m
/ 15.34 mi. The location of the fluid withdrawal was close to the outlet
flow meter of the pipeline. The detection threshold for leaks is set to
1.1 m³/h / 4.84 gal (US)/min . After starting the leak test with a leak
rate of 5 m³/h / 22.01 gal (US)/min, the system recognized the signature of the leak within 55 sec and went to “Leak Signature Detected”
state. After 2:30 min, it reached the desired statistical confidence level and raised the leak alarm. At this point, only 208 l / 54.95 US gal
were spilled. Gradient intersection method calculated a leak position
of 24689 m / 15.34 mi, while Wave propagation method calculated
a leak position of 24677 m / 15.33 mi, both less than 0.1% of pipeline length away from the real leak position. The second pipeline is a
sales oil pipeline with a length of 59700 m / 37.1 mi. The location of
the fluid withdrawal was close to the inlet flow meter of the pipeline.
The detection threshold for leaks is set to 3 m³/h / 13.21 gal (US)/
min. After starting the leak test with a leak rate of 3.5 m³/h / 15.41
gal (US)/min, the system recognized the signature of the leak within 50 sec and went to “Leak Signature Detected” state. After 6:40
min, it reached the desired statistical confidence level and raised the
leak alarm. At this point, only 380 l / 100.39 US gal were spilled. Gradient intersection method calculated a leak position of 0 m / 0 mi,
less than 0.1% of pipeline length away from the actual leak position.
Wave propagation method was disabled for this test because time
stamping was temporarily not available for the measurements, but
has been activated in the meantime.
CONCLUSION
Modern leak detection systems are based on various mathematical
and physical models. The pipeline properties as well as regulatory requirements must be taken into account when selecting a system. The
most advanced technology currently available is the E-RTTM model.
E-RTTM-based leak detection systems guarantee reliable leak monitoring for various types and lengths of pipelines, even under transient
operating conditions. KROHNE supplies the PipePatrol E-RTTMbased leak detection system either installed on separate hardware
or for integration into an existing control system and measurement
installation.

Author
Daniel Vogt
KROHNE Messtechnik GmbH
Product Manager
Pipeline Leak Detection Systems
Duisburg, Germany
d.vogt@krohne.com

Are you looking for a sensitive and reliable
leak detection system? PipePatrol from
KROHNE is the answer.
KROHNE is a full-service provider for process measuring
technology. For pipeline transportation networks, KROHNE
offers a broad range of measurement solutions. The E-RTTM
based leak detection system PipePatrol is the most sensitive
internal leak detection system available, providing very fast
and accurate leak detection and localisation in pipelines.
Unlike other systems, PipePatrol does not simply use
one method for leak detection and localisation. Instead,
it combines several API 1130 methods seamless into one
system. It provides the speed of wave rarefaction systems,
the accuracy and benefits like hydraulic profiles of RTTM
based systems, and the robustness and reliability of
statistical methods.
Over the last 15 years, PipePatrol has been successfully
implemented on more than 250 gas and liquid pipelines
throughout the world, easily meeting or exceeding all
applicable quality and performance regulations, such as
the German TRFL, CSA Z662 Annex E, and the American
API 1130.
KROHNE – The pipeline industry is our world.
Please see our website for more information:
www.krohne.com/leak-detection

ENABLING
WORLDWIDE
TRANSMISSION OF OIL
AND GAS
By offering the complete range of project
life-cycle services, ILF Consulting
Engineers provides the best
techno-economic solution for our
customers, with proven excellence on
early project phases.
For project management, engineering,
consulting and field services, ILF is your
trusted advisor for oil & gas pipeline
projects.
Do your projects require large diameter,
long distance pipelines? Does your routing
include challenging terrain and difficult
soil conditions?
We are able and willing to tackle the most
challenging boundary conditions for
optimizing and designing the most
technically demanding pipeline systems
in the world.
Family owned and managed, ILF is a
completely independent enterprise.
Our values are not driven by stock price
performance.
Continuous growth for almost 50 years
and thousands of successful international
projects must be a clear testimony of
customer satisfaction.

www.ilf.com
Please visit us during the PTC
Exhibition at booth # 42 and 43 to find
your ideal delivery solution.
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REPAIRING

THE PIPE

Permanent repair of pipeline features
with carbon wraps
> by: Michael Huss, Adria-Wien Pipeline GmbH

pcw- carbon wrap applications
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Introduction

Adria Wien Pipeline GmbH is a fully consolidated subsidiary of OMV
and is the only supplier of the OMV – Refinery Schwechat with a yearly throughput of app. 8 millon tons per year. The onshore way of the
crude oil begins in Trieste / Italy where the oil is unloaded
by TAL (Trans Alpine Line) from tankers into a tankfarm
and then transported via a 40” pipeline to our tankfarm
in the south of Austria. The oil is then pumped out of
this tankfarm by our 416 km 18” main line to the OMV
refinery Schwechat. Additionally AWP supplies
the emergency stock tankfarm of
ELG (Erdöl Lager
Gesellschaft)
via a 14 km
16”
pipeline which is
branching off
app. on half
t h e
way.

1

2

1

> Trans-Alpine-Line (TAL) ans Adria-Wien Pipeline
(AWP) overview

> The AWP – tankfarm in the south of Italy with a 5 x 50.000 m³
storage capacity

2
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Figure 3 Adria-Wien Pipeline (AWP) hydraulic profile

ASPECTS OF PIPELINE INTEGRITY

DEVELOPMENT

Exact knowledge of pipeline condition is the main factor of pipeline
integrity. Intelligent pigs on the highest level of available technology provide pipeline operators with necessary information e.g. loss of
wall thickness, existence of cracks, dents or ovalities.

Due to the high tensile strength and elastic modulus, the use of carbon fibre was very soon identified as the best option, as the main
target was to not exceed the yield strength within the failure, even
at the maximum allowable pressure (MAOP) of the unaffected pipe.

Based on the experience of previous intelligent pigruns we expected
app. 5 necessary repairs, due to results of metal loss and profile intelligent pigruns in 2010, but the fact was the necessity of more than 40
repairs. Due to lack of budget for replacing of pipes or steel sleeves,
we were forced to find a cheaper repair method. As costs for excavating pipeline defects are often multiple of the repair costs themselves,
there was the aim to find a really durable repair system. As pipeline
pressure cannot in any case be reduced to zero bar for application of
repair systems, they also have to respect this circumstance.

Contacts to carbon- and resin suppliers were established and adequate products were selected and some test applications performed.

DURABLE REPAIR SYSTEMS

In parallel utilized materials were tested with reference to e.g tensile
strength / elastic modulus, glass transition temperature, ageing and
hardness.
Based on the test results of the composite tests, a calculation algorithm for the calculation of necessary number of carbon layers, which
also had to consider pipeline pressures higher than zero bar during
application, was developed.

As none of the available composite repair systems was certified for
more than 20 years life time, we decided to give suppliers the opportunity to gain such an approval for durable (> 100 years) service time
by testing their products on our test stand, according to strict regulations of the TÜV-Süd of Germany.

TEST

Three international providers used the chance to apply their products
on test pipes with previously specified and inserted defects.

Before application of repair systems the pipes were pressurized up
to 32 bar. To identify the supporting action of the different repair systems, step tests were executed after full curing of the repair systems.
For this pressure was raised in steps of 10 bar up to MAOP of unaffected pipes and extension values within the defects were compared
to that of unaffected pipes.

Some of our engineers suggested to develop an own repair system in
addition and got the approval of the AWP - management.

After inserting of specified defects, strain gauges were applied internal and external of the pipe wall in the defect areas, as well as on the
unaffected pipes.

Figure 4:
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RESULTS
All products of external providers had larger extensions than
undamaged pipes.

Figure 7: graphic presentation of external wraps

Figure 8: graphic presentation of AWP internal carbon wraps
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LOAD CYCLE AND FINAL TESTS
Precaution for acceptance as durable repair system was the successful
passing of at least 100.000 load cycles from zero bar up to MAOP of
undamaged pipe without any negative impact (e.g. cracks) to the defect
area.
Due to the permanently monitored results these tests were stopped with
all products at 20.000 load cycles and continued up to 100.000 load
cycles with AWP – wraps only. After completion of load cycle tests, the
defect areas were intensively tested and the AWP – developed repair system, durably certified by TÜV–Süd Germany.
Afterwards all necessary repairs at the AWP main line were executed
within few weeks.
LOAD CYCLE AND FINAL TESTS
Finally the repair system was patented by the Austrian patent and trademark office and a license agreement was closed with a distribution and
application partner, who made it available to the market as “pcw - permanent carbon wrap” after having made some improvements in application and handling matters.
Meanwhile more than 100 successful defect repairs (except that of
AWP) were executed all over Europe by the company pipe&lines.

Figure 9: pcw- carbon wrap applications
(reinforcements of wall thickness, metal loss, dent)
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The Gorm
E-Plattform
approximately
300km away
from the danish
coast

Abstract

During S-lay pipelay operations offshore, pipe joints are welded on the
lay-barge firing line. On completion of the girth weld, Non-Destructive
Testing (NDT) is performed to locate the existence of any welding flaws.
Automated Ultrasonic Testing (AUT) technique is normally the principal
NDT method, providing high Probability Of Detection (POD) and accuracy.
Empirical limits for welding flaws used during production offshore are
frequently classified as too conservative. Hence, they are often replaced
by criteria derived from an Engineering Critical Assessment (ECA). The
approach is particularly effective for EPIC projects, since all aspects are
considered in a complete “fit-for-purpose” approach and limiting conditions for failure are avoided. The benefits from performing an ECA

however decrease with thinner pipelines. It is therefore paramount that
all installation and design parameters for thin walled pipelines during
detailed design are carefully optimised so the benefits are maintained.
The optimisation process is presented in this paper for two thin wall
export pipelines. Maximum loads are extracted from a range of analyses performed for the two pipelines. The stress ranges are calculated
for the installation condition, the temporary on-bottom condition and
the operation condition. Geometrical effects at the welded joint (axial
joint misalignment) along with corrosion allowance (where appropriate)
are considered in the calculations. Peak and variable loadings for the
design life are established.
Both pipelines were designed and subsequently installed by Saipem
Ltd. The flaw acceptance criteria for welding had been developed inhouse. All limiting loads were considered, including operational data
supplied by Company. This led to a highly successful installation campaign with minimisation of repairs offshore.
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FLAW ACCEPTANCE CRITERIA
FOR THIN WALLED OFFSHORE
PIPELINES

INTRODUCTION
The offshore pipeline construction work considered in this paper is part
of the Hejre development project. The project comprises a manned, production platform located at the Hejre field exporting sales gas and oil via
separate pipelines into existing export infrastructure in the North Sea.
The field is in the ownership primarily of DONG E&P.
Saipem Ltd was contracted to perform all Engineering, Procurement,
Construction and Installation for the Hejre Pipelines scope of work.
The oil from the Hejre platform is exported by a 90km long, 12” pipeline to the existing Gorm E platform at water depths of up to 71m. The
gas is conditioned to sales gas specification on the Hejre platform and
exported by a 24km long 12” inch pipeline to an existing subsea Wye
approximately 2km southeast of Harald on the 24” South Arne to Nybro
gas transmission pipeline. The pipeline was laid at water depths of up
to 69m. The location of the project and export pipelines, in the Danish
sector of the North Sea, is presented in Figure 1 to the right.
Figure 1: Hejre Project Field in the North Sea
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The pipelines installation occurred during Saipem’s 2014 lay
season in the North Sea, utilising Saipem’s S-lay vessel Castoro Sei. The vessel is seen in S-lay pipelay mode in Figure 2.
Automated Ultrasonic Testing (AUT) was proposed as the
principal Non-Destructive Testing (NDT) method during S-lay
welding for the Hejre project pipelines welding.
An Engineering Critical Assessment (ECA) was carried out
to assist with the derivation of flaw acceptance criteria for
welding during pipeline construction. The assessment was
preferred to good workmanship criteria, in line with associated Industry codes DNV OSF101 [1] and BS7910 [2]. The AUT
flaw acceptance criteria were established by adjusting the
ECA results as necessary, to include an AUT safety margin
against under-sizing.
The various steps of the ECA are presented in the following
sections, considering the different aspects of the design life
individually for each export pipeline. These included the short
term installation phase, the as-laid condition phase and the
pre and post trenching term prior to operation and the long
term of 30-year operating condition.
The design aspects for the operating condition and in particular, the
fatigue loads to the pipelines are discussed, as it is found that they
directly affect the ECA. The operating schedule advised by DONG
E&P was utilised in the assessments. It was thought to be on the
high end of conservative side if compared with what has been seen
in the Industry by Saipem in the past.
An alternative operating schedule is also presented, analysed and
discussed in this paper for comparative purposes and better understanding of the performance and integrity of these thin wall pipelines
(i.e. in the vicinity of 10mm wall thickness mark) when put to service.
The emphasis on its impact primarily to the ECA is presented. In Table 1 below, fundamental design details for the Hejre pipelines are
presented. These include dimensions and material properties.
FRACTURE AND FATIGUE DATA INPUT
Peak loadings for fracture assessments were obtained from pipelay
and design engineering. The data were derived from static and dynamic lay along with Bottom Roughness Analysis, Crossings Analysis and Upheaval Buckling Analysis for the project.
During S-lay pipelay, fatigue damage on the pipelines may occur,
due to variable loading on the vessel’s “stinger” and as related to
adverse weather conditions. The limiting sea state for pipelay was
established to be 3m significant wave height. Installation analysis
predicted that the following spectra are representative for the limiting
weather condition, as shown in Table 2.

Property

Units

Steel Grade

Figure 2: Saipem’s Castoro Sei S-Lay Pipelay Vessel

Oil Export Pipeline

Gas Export Pipeline

Fatigue Loading Spectrum Installation
Occurrences
(Cycles)

Stress Range
(MPa)

Occurrences Stress Range
(Cycles)
(MPa)

242

24

240

14

649

52

642

36

862

82

853

62

859

102

850

90

702

109

695

118

487

112

482

121

292

114

289

127

152

116

151

125

70

117

69

123

28

118

28

125

10

119

10

126

Table 2: Hejre Pipelines –Fatigue Loading in Installation Condition

Pipieline
12” Oil Export

12” Gas Export

-

HFW 450 SD

SMLS 450 SFD

Manufacturing Method

-

HFW

Outside Diameter

mm

323.9

Wall Thickness

mm

11.1

Seamless

Anti-corrosion Coating 3LPE

-

3mm x 954kg/m3

Internal Flow Coating Epoxy

-

(Gas Export Pipeline only) < 0.180 mm x 1340kg/m3
Table 1: Hejre Pipelines – Design Details
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As-laid fatigue data were also calculated as part of the pipelines design
and considered in the ECA. They were derived from crossing design fatigue analysis. Such data are presented in Table 3. Details of the operation schedule provided by DONG E&P of the pipelines is presented in
Table 4.

Oil Export Pipeline

Gas Export Pipeline

Fatigue Loading
Spectrum As-Laid

Fatigue Loading Spectrum
As-Laid

Stress
Range
(MPa)

Occurrences
(Cycles)

Occurrences
(Cycles)

In-Line VIV
951

For the purposes of establishing a “true” fit-for-purpose ECA based flaw
acceptance criteria, a “scaled down” schedule was also assessed. The
purpose was to evaluate the impact on the ECA and subsequently the
flaw acceptance criteria.
The following alternative schedule was considered for sensitivity purposes, as based on past Saipem experience:

Stress
Range
(MPa)

In-Line VIV

120

114

Cross-Flow VIV
150

An alternative operating schedule is also presented, analysed and discussed in this paper for comparative purposes and better understanding of the performance and integrity of these thin wall pipelines when
put to service.

One “long” shutdown annually

•

Four “short” shutdowns annually

66

Cross-Flow VIV

173

•

14535

WELDING CRITERIA FOR OFFSHORE CONSTRUCTION

53

Reference

Reference

Crossing at KP85.8

Crossings at KP22.0 and
KP 22.4

The girth welds were produced by Saipem’s Gas Metal Arc Welding
(GMAW) process during pipelay on the Hejre Development Project. They
were inspected by AUT and procedures established and validated by
Saipem and approved by Company.

Table 3: Hejre Pipelines – Fatigue Loading in As-Laid Condition

The Ultrasonic equipment used to inspect all welds was the Pipe WIZARD V4 system. The system provided adequate number of examination
channels to ensure the complete volumetric examination of the weld
through thickness in one circumferential scan.

As indicated from the operational data in the Tables, the following have
been allowed in the operational schedule for both pipelines for the duration of their design life of 30 years:

Depth and height of indications were evaluated and sentenced using
both the Pulse Echo (PE) and Time-Of-Flight Diffraction (TOFD), in accordance with the AUT Acceptance Criteria. Sizing was performed by PE
and TOFD, with PE as the primary method.

•

One “long” shutdown per fortnight (26 occurrences annually)

•

Two “short” shutdowns per week (104 occurrences annually).

When a distinguishable TOFD diffracted signal information was obtained, it was used to improve the sizing and characterization by the
existence of a top and bottom diffracted signal. For off-bevel flaw, in
case of distinguishable TOFD top and bottom diffracted signals, TOFD
was used to determine the indication height; otherwise PE channels
were used.

Stress ranges data were derived during design engineering for both
un-corroded and corroded conditions.
The ECA performed by Saipem Ltd for the purposes of developing
AUT flaw acceptance criteria which was utilised during the offshore
campaign was strictly adhered to mentioned data supplied by Company, thought to be on the high end of conservative side, compared with
Saipem’s past experience.

Oil Export Pipeline

Occurrences Annualy

The repaired welds were inspected by performing the following steps:

AUT inspection of repaired weld (PE + TOFD + Mapping Channels) to
verify that the previous defects have been removed and for detection
of any new indications that might appear during the repair welding process. And: Manual Ultrasonic Testing (MUT)
in accordance with the MUT Procedure.
Temperature (C)
Pressure (barg)

Max Frequency

Min

Max

Min

Max

Shutdown (long) days

26

4

75

0

100

Shutdown (short)
hours

104

Constant

0

100

Occurrences Annually

Temperature (C)

Gas Export Pipeline

Pressure (barg)

Max Frequency

Min

Max

Min

Max

Depressuration of
Pipeline

1

-12

50

0

150

Shutdown (long) days

26

-12

50

70

150

Shutdown (short)
hours

104

4

50

Table 4: Hejre Pipelines – Variable Loads in Operation Condition

Constant

The repair area was assessed by MUT, using MUT specific acceptance criteria, as
per DNV-OS-F101 [1], in compliance with
Offshore Pipeline Welding Specification for
the project.
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12” OEP
laydown
checks

ECA CONCEPT
The concept of performing the ECA is shown in Figure 3. Fracture,
plastic collapse and fatigue limit states were considered in the assessments. As can be seen in the flow diagram (Figure 3), the limiting
envelopes for fracture/ plastic collapse limit states are first established (peak loading) for each condition (installation, as-laid, and operation conditions). They represent limiting flaw length by flaw height
values in girth welds. If such values are not exceeded, the pipeline
can sustain maximum peak loads with minimum risk of fracture/
plastic collapse.
Fabrication flaws may grow to larger dimensions due to fatigue damage associated with variable loading during the design life. For the
purpose of the ECA, fatigue growth due to variable loading is established at all stages of the design from weld fabrication to potential
decommissioning. Consequently, the flaw size at end of every stage
was assessed to comply with limiting conditions established by fracture/ plastic collapse assessments.
The above approach is considered for Hejre pipelines ECA and typical results are presented in the following section.
6. ECA RESULTS
Typical examples of theoretical surface breaking flaw dimensions established in the ECA are presented in Figure 4 to Figure 7 below, for
both Export Pipelines (Oil and Gas) and both fatigue regimes (“Normal” operation and “Reduced” operation).
The solid lines in the graphs represent limit states for fracture/ plastic
collapse associated with installation and operation conditions. The
As-Laid condition is omitted from the graph, since it is not critical.
Figure 3: Saipem Ltd’s
ECA Concept

Redefining Pipeline Operations.
Identifying issues early is the key to making proactive decisions
regarding pipeline safety, integrity and efficiency. The Intelligent
Pipeline Solution, with Pipeline Management from GE PredictivityTM
software and Accenture’s digital technology, business process and
systems integration capabilities, works across your pipeline system
to turn big data into actionable insights in near real-time. When GE and
Accenture speak the language of analytics and change management,
managers can make better decisions with more peace of mind.
intelligentpipelinesolution.com
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Figure 4: Oil Export Pipeline - ECA Calculations
– Normal Operation Schedule

Figure 5: Oil Export Pipeline - Reduced
operation Schedule

Figure 6: Gas Export Pipeline - Normal
Operation Schedule

Figure 7: Gas Export Pipeline - Reduced
Operation Schedule

PIPELINE TECHNOLOGY JOURNAL 43

RESEARCH / DEVELOPMENT / TECHNOLOGY

12" Gas Export Pipeline
AUT Flaw Acceptance Criteria
250

As indicated in previous section and for optimisation purposes, the
fatigue component has been carried out for two fatigue regimes,
“Normal” and “Reduced” in the assessments.

It was also found that the good workmanship levels for flaw acceptance criteria was conservative for the Oil Export Pipeline, if compared
with ECA based criteria. However, this was not the case for relatively
deep flaws in the Gas Export Pipeline girth welds: Flaws with heights
in excess of 1.5mm approximately could not be sustained if 25mm
long, as dictated by workmanship. Shorter flaws were set up as AUT
limits for offshore production.
ECA SENSITIVITY AND CONCLUSIONS

It can be seen from the step functions presented in the graphs that
the benefit from an alternative, reduced operational schedule for the
Oil Export Pipeline is small, see Figure 8. However, the benefit from
a reduced operational schedule for the Gas Export Pipeline is significant, as demonstrated in the graph of Figure 9 by comparing the
green and purple lines.

12" Oil Export Pipeline
AUT Flaw Acceptance Criteria
ECA Criteria (Reduced Fatigue)
ECA Criteria (Full Fatigue)
Good Workmanship [DNV OS-F101]

Flaw Length [mm]

Rejected Defects Offshore

150

100

50

0

0

1

2

3

4

5

6

7

Figure 9: Gas Export Pipeline – AUT criteria and Rejected Flaws

As can be also seen from the graphs, a small percentage of rejected flaws would have been accepted during construction and a repair
would have not been called if the fatigue design of the pipelines was
based on a less restrictive, more realistic operation regime. This is
especially true for the Gas Export pipeline.
FINAL REMARKS
The performance of an ECA for thin wall pipelines is still paramount
for thin wall pipelines, particularly for shallow flaws for which it is beneficial against good workmanship criteria.
The performance of an ECA must include fatigue loading, since variable loads at different stages of design life have an effect on flaw
acceptance limits.

400

For the purpose of concluding this paper, Saipem Ltd’s production
graphs on board Castoro Sei are presented below, Figure 10.

Rejected Defects Offshore

300

Good Workmanship [DNV OS-F101]

Flaw Height [mm]

The green lines to the left in each of the graphs presented in the
previous section capture the allowable fabrication flaws during construction for each case analysed. In that way, it is ensured that the
welding flaw does not extend to any unacceptable levels by the end
of the pipeline design life. The results correspond to theoretical limits
for surface breaking flaws and materials with qualified tensile properties and fracture toughness. Such results are converted to AUT criteria and presented in Figure 8 and Figure 9 presented in this section.

350

ECA Criteria (Full Fatigue)
200

Flaw Length [mm]

It was found that the ECA for the Oil Export Pipeline is dominated by
the limiting peak loading for installation and practically unaffected
by fatigue from either installation condition or operational schedule.
However, the ECA for the Gas Export Pipeline was mostly driven by
the operational fatigue. The consequences of these observations are
briefly presented in the following section.

ECA Criteria (Reduced Fatigue)

As can be seen, excellent production rates were achieved during construction of the pipelines and the rejected flaws were a small percentage of production welds. This was indeed the case for flaw acceptance criteria which were in full compliance with DONG E&P fatigue
requirements for the operation regime.
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Flaw Height [mm]

8
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Figure 8: Oil Export Pipeline – AUT criteria and Rejected Flaws
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PREVENTING
Oil pipeline
sabotages
increased drastically since
the September 11 attacks

TPI
> by: Johnson Eze, Christopher Nwagboso, Robert Newman and Panagiotis Georgakis

REVIEW OF OIL AND GAS PIPELINE MONITORING
TECHNIQUES FOR INCREASED DETECTION OF
THIRD PARTY INTERFERENCE

Abstract

Effectively securing oil and gas pipelines from third party interference has posed a huge challenge
to the stakeholders in the oil and gas industry. A review of the reports published in the last two
decades on the increase in oil pipeline sabotage across the globe demonstrates enormous loss of
revenue with Nigeria losing about $12 billion annually. This paper categorises pipeline detection
systems based on external interference and pipe leakage. In addition, it proposes an integrated
pipeline monitoring system developed from the knowledge drawn from extensive literature review
on the state-of-the-art pipeline monitoring techniques. The review characterises the techniques
based on their strengths, weaknesses, opportunity and threat (SWOT) analysis. The findings of the
review demonstrate that techniques employing Wireless Sensor Networks (WSN) are generally
cheaper, more secure, reliable and responsive. It is hoped that this research highlights the urgent
need to develop robust pipeline surveillance systems to mitigate pipeline sabotage and third party
interference. It is envisaged that the proposed system will increase third party interference detection
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INTRODUCTION
Many countries depend on oil and gas for foreign
exchange earnings and as such, oil and gas pipelines are critical infrastructures that require safe
operations and adequate security. Prior to last two
decades, pipeline incidents were predominantly
caused by corrosion. However, after the 9/11 incident in USA in 2001, a change in the trend of the
causes of pipeline incidents has been observed.
Third party interference is now identified as the
leading cause of pipeline incidents. Sun & Wen [1]
maintained that ninety-five percent of pipeline incidents are as a result of artificial damage according
to recent statistics.
Traditional pipeline monitoring systems have always focused on leak detection systems. However, due to change in the trend of causes of pipeline
incidents, there should be a corresponding change
in the priority of monitoring system in order to address the new challenges. This paper aims at highlighting the need for external interference detection
systems for pipelines and proposing an integrated
monitoring system that will be effective in detecting external interferences. It categorises pipeline
monitoring systems in two groups, external interference detection and leak detection systems. The
increasing rate at which pipeline sabotage and theft
contribute to pipeline incidents in recent times is
highlighted. Also an analysis or comparison of the
strengths and weaknesses of the state-of-the art
pipeline monitoring techniques is presented.

PIPELINE
MONITORING
TECHNIQUES
EXTERNAL
INTERF.
DETECTION

LEAK
DETECTION

NON-

CONTINOUS

CONTINOUS

CONTINOUS

NONCONTINOUS
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Video
Monitoring

GIS / GPS
Methos

RTTM
Based
System

Video
Monitoring

GIS / GPS
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Acoustics

E-RTTM

UAV
Method

Figure 1: Classification of Pipeline Monitoring Techniques (Adapted from [3])

BACKROUND

CAUSES OF PIPELINE INCIDENTS

There have been various classification schemes for leak detection systems in the literature. Based on their technical nature, Murvay and Silea
[2] presented three classes of leak detection systems including Hardware, Software and Non-technical Methods. Though the classification
was well done, most hardware based methods depend on software for
their analysis while software based methods need hardware to capture
data.

Pipeline incidents could result from corrosion, natural disaster, operational errors, external interference as well as construction and material
defects. Among these, external interference and corrosion have been
the two leading causes of pipeline incidents although only external interference is discussed below.

KROHNE [3] first categorised leak detection systems into continuous
and non-continuous systems before going further to sub-divide continuous systems into external and internal detection systems. This paper
has categorised pipeline monitoring systems in two, external interference and leak detection systems. Each of these is further divided into
continuous and non-continuous systems. Furthermore, the continuous
systems under leak detection systems are further categorised in two,
external and internal systems. Continuous systems are those that work
continuously without stoppage or interruption once they are installed.
Non-continuous systems however may not cover the entire pipeline
section at the same time or may stop functioning at some point. For
instance, a patrol team monitoring a section of pipeline may go for a
break, or may have a routine schedule for pipeline inspection. The categorisation is shown in Figure 1.

Reports according to Okoli and Orinya [5] maintain that a total of 16,083
pipeline incidents out of which 15, 685 cases were due to pipeline sabotage were recorded in Nigeria between 2002 and 2012 as found in [6].
The remaining 398 cases (2.4 per cent) were due to pipeline ruptures.
This research analysed about 813 major pipeline incidents from Shell
Petroleum Development Company incident database in Nigeria from
2011 to 2014. As shown in figure 2, 614 incidents (75%) resulted from
Sabotage, 192 incidents (24%) from operational error, and the causes of
5 incidents (1%) were yet to be determined while the causes of 2 incidents (≈0%) were specified as others. Also, through secondary sources,
yearly accounts of pipeline vandalism in Nigeria were collated as shown
in figure 3.

PIPELINE SABOTAGE AS EXTERNAL INTERFERENCE

Pipeline sabotage has been reported as the prevalent
cause of pipeline incidents in countries like Nigeria,
Indonesia, US, UK, Canada, Iran and Iraq [4].
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Figure 2: Causes of Pipeline incidents in SPDC Nigeria (2011-2014)

Figure 3: Yearly Pipeline incidents in Nigeria (1995–2013)

Moreover, recent reports by the European Gas Incident Data Group
(EGIG) and CONservation of Clean Air and Water in Europe (CONCAWE) show that external interference is now the leading cause of
pipeline incidents in Europe. Figure 4 shows the percentage contribution of different causes of pipeline incidents. The data analysed is
an extract from EGIG 2015 report covering the period from 2004 to 2013.
EXCAVATION AND CONSTRUCTION WORKS AS
EXTERNAL INTERFERENCE
Excavation and construction works are leading causes of pipeline
incidents in developed countries. A report that studied the impact
of excavation damage on pipeline safety by the Pipeline and Hazardous Material Safety Administration (PHMSA) in USA in 2014 confirms
this as seen in Gerard and Timmons [8]. The report shows that 1,630
pipeline incidents resulted from third party excavation damage from
1993 to 2012. Those incidents resulted in 141 deaths, 440 injuries, and
approximately $369,736,529 in property damage. It is evident from
Figures 5 and 6 that, excavation damage is a leading cause of pipeline incidents in USA.
Various measures employed to reduce the rate of pipeline incidents
through excavation and construction works include one call system
(call before you dig), Pipeline Right of Way (RoW) and Bill Boards. A
bar chart of pipeline incident counts over 20 years in USA as seen
in Figure 7 shows a quantum increase in the number of pipeline
incidents after 2001. More critical analysis reveals that the trend
changed after the 9/11 incident. Before then, USA had an average of
361 pipeline incidents per annum considering the period of 1995 to
2001. However, soon after the 9/11 incident in 2001, pipeline incidents
in USA rose to an average of 640 for the period of 2002 to 2014.

CORROSION

EXCAVATION DAMAGE

INCORRECT OPERATION

MAT'L/WELD/EQUIP FAILURE

NATURAL FORCE DAMAGE

OTHER OUTSIDE FORCE DAMAGES

ALL OTHER CAUSES

Figure 5: All reported pipeline incident by cause
2003 – 2012. Source:[8]

External Interference
Corrosion
Constuction Defects /
Material Failures

CORROSION

EXCAVATION DAMAGE

INCORRECT OPERATION

MAT'L/WELD/EQUIP FAILURE

Ground Movement

NATURAL FORCE DAMAGE

OTHER OUTSIDE FORCE DAMAGES

Other / Unknown

ALL OTHER CAUSES

Hot Tap

Figure 4: Distribution of causes of Pipeline Incidents. Source: [7]

Figure 6: Causes of Pipeline incidents in USA
(1986-2013) by percentage. Source: PHMSA
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PIPELINE MONITORING TECHNIQUES
As earlier shown in figure 1 above, pipeline monitoring techniques are categorised in two groups, external interference and leak detection methods.
A critical review of the literature shows that a lot of work has been done
on leak detection system. Following the recent rise in the rate of external
interference to pipelines, it is reasonable that more attention should be
given to external interference monitoring. Methods used to monitor pipelines against external interference include: seismic sensor monitoring,
continuous fiber-optic sensors buried alongside the pipe, satellite surveillance, Unmanned Aerial Vehicles (UAV), methods of telephone calls prior
to digging and impressed alternating cycle current (IACC). A combination
of two or more of these methods is recommended to provide more robust
protection of pipelines. Detailed discussion of most of these methods
could be found in Eze et. al [10]. The choice of pipeline monitoring techniques depend on various factors including accuracy, reliability, cost of
installation, geographic location, vegetation, mode of installation etc. A
comparison of the various methods that could help pipeline operators
make a good choice has been summarised in the Strength, Weakness,
Opportunity and Threat (SWOT) analysis shown in figure 8. The SWOT
analysis of the monitoring techniques indicates that the low cost nature
of WSN and its compatibility with other technologies position this method as a strong candidate for monitoring pipeline external interference.
The comparison is limited to the external interference methods.

Figure 7: Pipeline incident counts over 20 years (1995 – 2014). Source: [9]

Strengths

Opportunity

Mass balance

No extra cost, used for all modes

Mass balance

Used for all modes, compliment other techniques

Optic fiber

Continuous monitoring, same form factor as pipeline

Optic fiber

Good for routes with optic fiber communication cable

Acoustic

Continuous monitoring. Localized installation of
sensors. Used in conjunction with cathodic protection
detection

Acoustic

Best for above-ground but suitable for other types

Seismic sensors

Ideal for threat monitoring

Satellite technique

Ideal for third party monitoring

UAV

Mostly good for above-ground and underwater

WSN

Can be used for all modes; Underground, aboveground and underwater pipelines. Compatible with
other techniques

Integrated technique

Could be used for all modes; Underground, aboveground and underwater pipelines

Seismic sensors

Low-cost, preventive

Satellite technique

No equipment to install on pipeline

UAV

Hazardous terrains accessible. Real-time monitoring

WSN

Low cost, more secure and reliable, little expertise
needed to maintain and operate. Easy integration
with other techniques.

Integrated technique

Low-cost, real-time, reliable, secure, preventive, little
expertise needed to maintain and operate

Weaknesses

Threats

Mass balance

Responsiveness, reliability

Mass balance

Most adequate for leakage only

Optic fiber

Expensive, reliability, responsiveness

Optic fiber

Low cost techniques, e.g. WSN

Acoustic

Not preventive

Acoustic

Proactive and preventive techniques

Seismic sensors

Prone to false alarm (reliability)

Seismic sensors

Reliable techniques preferred

Satellite technique

GPS required, expensive

Satellite technique

Not adequate for forests

UAV

Expensive, no regulation & standards

UAV

Low cost techniques, e.g. WSN

WSN

Limited resources e.g. power, memory

WSN

Potentials could be limited by limited resources

Integrated technique

Speed issue

Integrated technique

Could get expensive if not well planned

Figure 8: Summary (SWOT) Analysis
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PROPOSITION OF INTEGRATED REAL-TIME PIPELINE SURVEILLANCE SYSTEM

Authors

The rapid growth in terrorism across the world and the increasing
pipeline incidents via sabotage call for real-time pipeline surveillance
system. Such systems should be able to identify threats to pipelines
in good time for mitigation actions to be taken to forestall incidents.
Some hardware components that could constitute an integrated real-time pipeline surveillance system include WMSN mote, base station, motion sensor, IP Camera, GIS database, GPS receivers, UAV
(drone) and Flow Meters (Sensors). Detailed discussion of each of
these components is found in our earlier work Eze et. al [10]. After a
review of various wireless sensors, Lotus LPR2400 has been considered adequate for realising this type of surveillance system. Working in a range of 2405 to 2480MHz, Lotus has a range of more than
500m when using ½ dipole antenna [11]. A schematic diagram of an
integrated pipeline monitoring system is shown in figure 9.
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Figure 9: schematic diagram of an integrated pipeline monitoring system
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SUMMARY AND FUTURE WORK
External interference has been identified as leading cause of pipeline
incidents in the last two decades both in developing and developed
countries. The SWOT analysis indicates that WSN technique is characterised by more strengths with least weaknesses in comparison
with other techniques. It is cheaper, more secure, reliable and responsive. In order to mitigate third party interference, an integrated pipeline monitoring system has been proposed. It is envisaged that theproposed system will be very useful to stakeholders in the oil and gas
industry since it will increase third party interference detection. Following this proposition, further work is needed in designing the proposed system with adequate technical details to show its feasibility.
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SAFE &
SECURE
In the
Cross Hair
Pipelines, raffineries,
harbors. Industrial
complexes in high thread
areas became more
frequently targets for
criminals and terrorists.

> by: Louis Harnois, Rheinmetall Canada
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Pipeline Safty:
Integrated solutions
for high-threat areas

Introduction

Power plants, pipelines, maritime ports, production facilities and national borders all have a common dominator - they are vulnerable to
criminal or terrorist acts. Political, social, and economic tensions constantly push industry to adapt to this reality in order to ensure the protection of their personnel and assets from these acts. Consequently,
companies often rush to acquire security equipment without conducting the proper analyses, leading to expensive acquisition costs with
mitigated results.
By bringing its military experience to the public security world, Rheinmetall Canada provides fully integrated security solutions and services during the entire project timeline, from initial study and analysis to
in-service support.
The following is a summary of Rheinmetall Canada’s paper on this subject presented at the Pipeline Technology Conference in Berlin, 2015.
PROJECT STUDY AND ANALYSIS OF A FICTIONAL CASE
The initial phase of a security solution implementation should be an
exhaustive study of the situation. The collection of various variables is
paramount to a proper and tailored security solution design. Review of
the infrastructure, potential threats, terrain, environment, and existing
security systems and available security forces is mandatory.
INFRASTRUCTURE ANALYSIS
The Oil & Gas industry is well-known for its complexity and the magnitude of its projects. Its infrastructures vary considerably in many aspects. As an example, the protection of a pipeline segment will differ
greatly from the protection of a compressor station. The differences in
the size and shape of the infrastructures will affect the deployment of
the security solution. The accessibility to the infrastructure is also an
important factor to consider when designing the security solution. A
criminal attempt on an underground pipeline segment will allow more
reaction time than on an elevated pipeline section. And finally, the
potential consequences of an attack on a specific infrastructure
will dictate the amount of required security. Although unfortunate, an explosion of a pipeline may not be as critical as an
explosion in a compressor station. Each structure is designed with its own characteristics, hence requiring a
tailored security solution.
The fictional case study proposes a 75-km buried pipeline segment that will be used as an
example. This pipeline, along which there
are one compressor station and one
valve station, ending at an export
jetty in a maritime port. The export jetty and the compressor
station are the most critical
assets to be protected
(see Figure 1).
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THREAT ANALYSIS
The threat analysis of the area of interest is a critical step in the design process. It will allow the security solution provider to understand
what are potential criminal behaviors, their modus-operandi, and
their goals. The threats risk and dangerousness levels are taken into
account, then threats are categorized as social conflict, sabotage,
thievery, terrorist, drug dealers, hostage taking, or other. The threat
mobility and access to the critical infrastructure are also key factors
to estimate time of belligerent action. This estimation of time will
drive the timetable of the security solution in the design for detection,
identification, and intervention-triggering decision point.
In the given example, there could be threats coming from both the
land and maritime parts of the region. On the land, the main threat
is thievery and sabotage of pipelines, compressor, and valve station.
Criminals usually dig and install Improvised Explosive Devices (IED)
on pipelines or hot tap them to steal oil. On the maritime side, small
boats led by pirates can try to hijack tankers arriving or leaving the
port, and even try to attack the port itself.
TERRAIN ANALYSIS
The region where the critical infrastructure is deployed may add several constraints to the security solution design. Topography, vegetation, and urban life will drastically affect the design of the security
solution. Of course, the topographic features such as mountains can
provide great vantage points for security sensors to be installed, but it
can also create several blind spots where the incoming threats are invisible to the sensors. Consequently, a careful analysis of the terrain
is of high importance to reduce dead zones and to enhance coverage.
A site survey conducted by the system integrator and supervised by
the Oil & Gas company is highly recommended to properly analyze
the region, its topography, vegetation, and urban life.
In the present case study, the region is a desert, flat area nestled
between mountains. Vegetation is sparse and a constant low slope
reaches the export jetty at sea level. Human concentration is low
around this area, other than some camel caravans managed by nomads who use known trails to cross the region.
ENVIRONMENTAL CONDITIONS
Environmental conditions are important to consider when selecting
the sensor types and their platform, the deployment architecture,
and the expected performance. Heat, rain, snow, sand, dust, salt, fog,
heavy rain, snow, dust, wind and sand, and even atmospheric distortion due to heat must be taken into account when designing the system deployment architecture and equipment requirements.

Figure 1: Infrastructures to Protect

In the present example, the region is exposed to extremely high temperatures, with significant sun exposure. The area close to the export
jetty is exposed to salty air whereas, on the land portion, constant
moderate winds project a lot of sand and dust in the air. The ambient
temperature difference between day and night is low, since the relative humidity is quite high due to sea proximity.
EXISTING INFRASTRUCTURE AND SECURITY

Author

Security solutions can be provided at an early stage of an Oil & Gas
project where no existing infrastructures exist. However, new security
solutions can also address projects already in the production phase.
In these cases, existing infrastructure like electrical power, network
connectivity and architecture, facilities, fences, etc. can be used to
avoid redundant costs. A competent security system integrator shall
be able to integrate legacy sensors into the effective integrated security solution that will allow the customer to reduce his acquisition
costs.
In the present example, security components installed in the stations
and the jetty are provided with electrical power and fibre network
connectivity. On the pipeline, a fibre network connectivity is available,
but no electrical power is available.
INTERVENTION FORCES
Having the capability to detect and identify a possible threat in timely manner will not by itself avoid any criminal activity on the critical
infrastructure to protect. The availability of an intervention capability
will highly influence the security solution architecture. The system
integrator adapts the security solution based on the intervention personnel’s time to react and the means of reaction (physical barriers,
non-lethal weapons, etc.). Depending on the region and context, Oil
& Gas companies may benefit from the protection of private security
forces, local police forces, and even of the host nation armed forces.
It is important for the system integrator to know where the security
forces are located and how much time it will take them to get to any
location on the protected assets. The availability of the intervention
capability also orients the communication solution that will allow
transfer of valuable threat information quickly to the right people,
therefore minimizing the risk of a successful attack.
In the present case study, security operators who don’t have intervention authority are hired by the Oil & Gas company and the host nation
armed forces have the role to protect the infrastructures since the
Oil & Gas industry is paramount to the wealth of the country. Military
posts locations are shown in Figure 2.

Figure 2: Military Camps Location
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SECURITY SOLUTION DESIGN
After the initial project study and analysis, the security solution provider
and the Oil & Gas company must agree on the set of requirements that
needs to be met by the security solution. In the provided example, it has
been decided that there should be a detection capability of 15 km around
the stations and the export jetty on the land part, since the average speed
of an all-terrain vehicle in sand is about 30 km/h, leaving 30 minutes to
intercept the threat once it enters the covered area. In this case, the military intervention forces are equipped with one helicopter at each military
camp. A 1-km wide detection corridor over the pipeline is enough since
two persons would need a minimum of 45 minutes to dig the ground
and reach the pipeline. On the maritime side, a detection range of 30 km
around the export jetty is sufficient to survey the area around the export jetty.
PLANNING AND COVERAGE SIMULATIONS
The first design step consists in establishing the sensor position in a
3D space and the required sensor performance in order to achieve the
desired coverage over the critical assets to protect. By conducting software-aided coverage analyses, the system integrator is able to determine
the preferred location for the sensor(s), the sensor performance specifications, and the appropriate platform to reach the required height for proper
coverage. Afterwards, if required, the addition of more components like
tower-mounted sensors to achieve 24/7 operability may be envisaged.
In the current fictional site, the coverage has been simulated and the optimal deployment has been found to require one 50-m tower per station
and jetty, and two intermediate 30-m towers on the pipeline. All towers
need sensors with a 15-km range, and the export jetty tower for maritime
surveillance needs a sensor with a 30-km range. The simulation in Figure
3 shows the ground and maritime sensors coverage.
SENSORS AND PLATFORMS SELECTION
Based on these project requirements, the system integrator determines
the most suitable detection and identification sensors to quickly and
efficiently identify any possible threat in the region of the protected infrastructure. The system integrator needs to determine the right technologies and product models to provide an adapted detection and identification capability. Once the required products are selected, the sensor
mounting platform must be chosen to allow optimal sensor usage. Usually, high vantage points procure a better coverage. Installing a medium-size tower at approximately 10 m on top of a hill may be as efficient
as a 30-m tower at low ground level. The vertical beam width of maritime
or ground radars prevents the radar from being installed too high, which
would create a dead zone in its surrounding area. Often, a mix of several
platforms prove to be an optimal solution, providing 24/7 operability with
fixed or mobile towers and extended coverage capabilities brought up by
airborne systems.
In the current case study, the tower at the stations and export jetty are
fixed (see Figure 4). For the intermediate towers, mobile towers (see Figure 5) are deployed since they can be retracted and moved to a secure location for maintenance. Each of the five towers is equipped with a ground
radar and a long-range stabilized EO/IR imager to allow detection and
identification of any vehicle at 15 km. Additionally, a maritime radar and
an Automatic Identification Systems (AIS) receiver are installed on the export jetty tower for maritime detection and identification. The long-range
EO/IR sensor is used for both land and maritime identification. Distributed acoustic sensing units are installed on the pipeline fibre to detect digging and nearby activities. Fibre optic cable is also installed in the fences
to detect intrusion automatically.

Figure 4: Fixed Tower Surveillance System

Figure 3: Coverage Simulation
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COMMUNICATIONS AND NETWORKING COMPONENTS
SELECTION
Voice communications and data transfer are the nerves of the security system. The quicker the information is collected and transferred,
the faster the intervention team can react. A high-bandwidth redundant network architecture is the foundation of an efficient communications system, allowing all sensor data to be transferred to every
control center. Not only does it allow field personnel to connect with
the security operators, but it also allows a multi-level command center
architecture using local, regional, and national command centers that
all have access to a common set of shared data flows. With the information already shared and distributed locally or remotely in a timely
manner, the decision-making cycle is therefore greatly reduced.
In the current example, the data network relies on the available fibre
optic network. A well-trained liaison officer has direct radio communication access to its armed forces counterpart. The various security
operators in the control centers communicate by VoIP systems and
chat sessions. A legacy voice communication system that was used
by the security personnel (analog walky-talkies and trunking radio repeaters) has been integrated into the new security solution and is now
controlled by the security operating center. All communications are recorded and stored on a time basis in the common operating database.
SOFTWARE INTEGRATION – DATA CORRELATION
Information coming from sensors need to be filtered, correlated, and
processed so that the security operators are fed with a comprehensive common operating picture. Stovepipe architectures have a huge
lack of data processing with the risk that operators are overwhelmed
with raw data coming from several sensors. In a non-integrated system, a radar operator would need to verbally cue the camera operator
toward a detected entity instead of having this process automated.
This manual process is time-consuming, error-prone, and definitely
reduces the chances of successful criminal activity prevention.

Figure 5: Mobile Tower Surveillance System

Data correlation is paramount to the efficiency of the security solution. Many sensors, especially detection sensors, will return similar
data types. For example, radars, AIS, air traffic transponders, Global
Positioning System (GPS) trackers, and distributed acoustic sensors
all return similar threat information: a position, possibly a speed, and
a bearing. As a result, more than one sensor will return the same detected threat to the security operator. Without data correlation, the
operator potentially receives as many entities as there are sensors,
for the same real-life entity. Data correlation and entity fusion provide
the security operator with a single entity containing the information
of all sensors. Furthermore, advanced processing should be made in
order to raise an alert if a detected threat is not associated with a
known tracking device-equipped entity. Depending on the component performance, paired entities can be automatically classified as
friendly or pacific, so the operator can concentrate on unknown entities. Data layering allow the security operators to create their own
common operating picture. Having access to all sensor data, the user
can select which sensor data to display by drawing areas of interest,
to see only the information relevant to the areas under his responsibility and to prevent cluttering his geographical map display.

“FULLY INTEGRATED SYSTEMS SLOW DOWN THE THREATS SUFFICIENTLY SO THAT CRIMINAL ACTIVITIES, SUCH AS SABOTAGE AND
THIEVERY, ARE PREVENTED.”

> Louis Harnois, Rheinmetall Canada
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Figure 6 illustrates a real-life security operational center. The six large displays provide a common operating picture to all the security personnel,
with access to long-range imagers, CCTVs, radars, distributed acoustic
systems, and personnel tracking devices. A geographical map display
is also provided with well-defined monitoring zones and geo-referenced
entity tracking. When an alarm is raised, the software provides the operator with all the necessary and available information from all the sensors
(radar, cameras, mapping system, etc.), which eases the intervention operations. Finally, there are two operators, each one controlling his different
set of sensors, being supervised by the security officer, who also acts as
a liaison officer.

In the current case study, there are two SOC’S; at the compressor station and at the export jetty. Two operators are present at the compressor
station; one is in charge of the compressor station and valve station towers, and the second one is in charge of the mobile towers for the pipeline
protection. Two operators are also present at the export jetty. The first
operator takes charge of the land region around the export jetty and the
second focuses on the maritime area. In both security centers, a supervisor is present to review the ongoing action. Both security centers render
all information and data to the corporate chief of security office which
would take decisions in case of a major threat. This office has priority in
controlling sensors such as the cameras. All individuals involved are in
constant communications through voice and data transfer.

Figure 5: Security Operational Center
MULTI-USER SENSOR CONTROL

SECURITY SYSTEM OPERATION

Stovepipe architectures often have a single location from where to operate a sensor. Integrated systems allow control of any connected sensor
from any control station on the network (see Figure 7). Control override
may be achieved if priorities among multiple control stations exist (for
example, a commander post). Otherwise, sensor control taking and granting can be procedural. If not already under control, sensor control is automatically granted. Otherwise, the user in control can grant or decline the
control request unless the requester’s control station has a higher priority.
Of course, even if a control station does not have the control of a sensor,
it always has access to the sensor’s output, such as video feeds, geo-referenced tracks, etc.

There are five main steps in threat management: detection, identification, communications, tracking, and intervention. Each one has its own
importance and a smooth transition from one to the other is critical. Such
transitions are supported by adequate system integration between components and software. The operation concept of a security solution may
be referred to as the “event timeline”, as illustrated in Figure 8.
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TRACKING

Figure 7: Software Architecture

When a track is identified as a threat and the intervention personnel is alerted, the security operators must ensure the safety of their colleagues in the field. Tracking is
achieved by using the detection, identification, and communication equipment adequately. The security operators
must supervise the intervention operation by following
suspicious threats, either by manual sensors control or
through track-follow algorithms, which enable the continuous following of a geo-referenced track with cameras without requiring human control. At the same time, the security
operators must be able to monitor its field personnel position with the help of GPS trackers, by cueing cameras onto
those tracks, either manually or automatically, in order to
monitor their personnel’s surroundings. Last but not least,
continuous voice and data communications between the
security operators and field personnel are paramount to a
successful intervention. Security operators shall be able
to transfer comprehensive threat information to the field
patrol throughout the whole operation, to communicate
any suspicious activity detected by the patrol, to call for
backup, support, etc.
INTERVENTION

DETECTION
Several different technologies are available to achieve automatic detection: radars, sonars, microwave barriers, unattended ground sensors, distributed acoustic sensing on fibre optics, as well as video motion detection algorithms. All have a common capability: automatic
threat detection with no human intervention. This dramatically reduces the security team’s response time compared to a system based
on visual support only. Furthermore, a security operator should be
able to define critical zones into which any given detection toggles
an alert or ignores any detection in a given zone thereby reducing the
false alarm rate.
In order to reduce the false alarm rate, these automatic detection
sensors may be paired with automatic identification devices, such as
AIS for maritime vessels, air traffic transponders for airborne vehicles,
and GPS trackers for personnel and vehicle tracking. Proper software
algorithms allow data correlation, providing the operators with a single friendly classified track. This way, operators can concentrate their
efforts on unidentified objects of interest.

A concise intervention procedure is crucial to prevent any criminal
activity on protected assets. The security solution must facilitate the
access of intervention forces to the protected infrastructure to they
can catch up with the criminals before they reach critical infrastructures. Ease of access may be provided through several means, such
as by choosing the right locations for patrol camps, establishing efficient patrol routines, building access roads, trails, etc., and selecting
the good vehicle types (pickup trucks, SUVs, ATVs, helicopter, etc.)
to ensure quick troop movement to the desired location. If the security solution relies on external intervention forces such as police
or the military, a well-trained liaison officer must be able to transmit
the most precise information as possible throughout the intervention. Whether the security intervention is internal or external, proper access to the protected infrastructures must be set up and well
maintained.

These detections are provided to the operators as geo-referenced,
time-stamped objects of interest. It is then easy for the security operators to cue visual cameras onto these objects to identify potential
threats. The cameras automatic slew-to-cue functions reduce the
time to identify a threat when compared to a manually pointing a
camera based on an external entity reference.
IDENTIFICATION
In order to confirm or infirm a suspicious entity, the security operator
shall be able to identify it and to determine if it is a threat or not. Identification also serves for threat characterization. A clear recognizable
image is essential for both duties. Long-range electro-optic daylight
and infrared sensors are common identification devices. However,
devices with smaller ranges, such as day/night CCTVs, and other
technologies, like laser-gated infrared sensors, may also be used.
The sensor selection is again based and tailored in accordance with
the projects constraints.

Figure 8: Event Timeline
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AFTER-ACTION REPORT, RECORDING, AND DATABASE
After-action report, recording, and database management are other important aspects of a complete security solution. A fully integrated solution allows a complete, time-stamped and geo-referenced recording of
all available data and communications. Every entity, track, video, voice
conversation, chat session, and picture is recorded so that after-action
reports can be generated. Recordings can then be manually or automatically archived to a common operational database. Afterward, recordings
can be browsed based on time of event or geo-location, or both. Playback
of any recording provides the operator with the same exact timeline as in
real-time, with all data replay fully synchronized. Recording and archiving are not only useful from a legal point of view, they also allow an after-event review in order to find any weaknesses in the procedure and intervention, and what could be done in the future to enhance the efficiency
of the security solution.
CONCLUSION
This paper focuses on the right process to design an efficient security
solution for an Oil & Gas company. A complete, fully integrated security
solution is far more effective than sensors used in stovepipe architecture.
Fully integrated systems do not only drastically reduce the reaction time
of the security team, but also slow down the threats sufficiently so that
criminal activities, such as sabotage and thievery, are prevented.
Lastly, comprehensive training is required to ensure that the system operators and supervisors clearly understand the system and their critical
roles within the security solution. And long term, in-service support ensures system upgrades, technical support, personnel training, and a constant operability of the provided security solution.
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Review of the 10th Pipeline Technology Conference 2015 in Berlin
With delegates from 49 different nations with over 480 participants including staff and management of 53 international pipeline operators, 47 exhibitors, 10 sponsors, 70 speakers and 12 poster sessions the 10th Pipeline Technology Conference (8-10 June, Berlin) is shaping up to be a pivotal event for the global pipeline community.
The purpose of the Pipeline Technology Conference (ptc) is to gather operators as well as technology and service
providers on a global basis in order to enhance pipeline technology. Therefore the conference addressed in 13 technical sessions and its Opening Panel Discussion the major industry challenge faced by the pipeline community
today. A wide range of recent and future “safety” aspects were presented by experts from international key players
form the oil and gas pipeline industry. Their insight and expertise fed directly into discussions and involvement of
the participants with live polling.
A technical exhibition accompanied the conference offering the opportunity to more than 30 media partners to be
presented in the media lounge during the show. Followed by a poster show, post conference workshops and social
programs the delegates took advantage of the sheer wealth of experience available from industry leaders and innovators gaining a comprehensive understanding of key industry issues and new solutions.
The unique Closing Panel Discussion on “German Energy Turnaround” focused on questions surrounding the future
of pipelines in a renewable energy age in Germany, Europe and worldwide.
All abstracts and papers of the conference are published on the ptc website and are now publically available for
international researchers and scientists from all over the world (www.pipeline-conference.com/abstracts).
For more information visit www.pipeline-conference.com.

to an international audience

Attendees networking at the exhibition
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looking ahead.
We plan for the future. More than one-third of ROSEN employees work in research and development, creating innovative
products needed by the industry. An investment, we are
proud of.
www.rosen-group.com

